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Background

•Distributed Training

Distributed learning
커다란 모델을 training시키기 위한 방법
- centralized(parameter server)
- Decentralized(parameter server X)

Method
1. 각 노드에서 local weights update
2. Gradients를 다른 node와 공유
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출처: 

https://www.researchgate.net/figure/A-centralized-distributed-learning-architecture-and-a-decentralized-distributed-learning_fig1_332342
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Background

•Federated Training

Federated learning
데이터를 분산시켜 학습을 수행
- 2017년 resource활용을 위해 google이 

제안
- 데이터의 집적이 발생하지 않음

-> 개인정보 보호의 장점이 생김
-> Really?

출처: https://resources.nvidia.com/en-us-federated-learning/what-is-it?%5D
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Background: “Shallow” Leakage 

Previous works
• (1) (CoRR 2018) “Exploiting unintended feature leakage in collaborative learning”

   -> adversarial participant can inter the presence of exact data point in others’ data 
   -> 특정 개인정보가 누구에게 있는지 point 가능

• (2) (IEEE SP 2017) “Membership inference attack: given a data record and 
black-box access to a model,”

   -> 특정 참여자가 가입되어 있는지 여부를 알아낼 수 있음

   -> 모델이 Overfit하거나 data가 representative하지 않으면, 모델이 정보를 leak한다.

• (3) (CoRR 2017) “Deep models under the GAN: information leakage from 
collaborative deep learning”

   -> GAN을 이용해 다른 유저가 학습한 파라미터로 피해자를 닮도록 생성모델을 mimic

   -> 피해자의 local 모델이 improve하는 동안 GAN공격 가능
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Method
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Standard synchronous distributed training

Method
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Training Data Leakage through Gradients Matching

Method
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Training Data Leakage through Gradients Matching

Method
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Method
Deep Leakage for Batched Data
- When batch size N>=1, the algorithm would be too slow to 

converge.

- Instead of updating the whole batch, update a single training 
sample instead

- Then observe fast and stable convergence.

13/2

5



•BACKGROUND

•METHOD

•EXPERIMENTS

•CONCLUSION



Experiments - Image
•PyTorch

•L-BFGS, learning rate 1.0

•Randomly initialized weights

•ResNet-56

•Data: MNIST, CIFAR-100, SVHN, LFW

•Model change
• 1. activation ReLU to Sigmoid
• 2. removing stride
• -> to be twice-differentiable
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Experiments - Image
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- Gradients 간 distance를 줄이는 것이 
data간의 거리를 줄인다

- Complex face images는 여러 
iteration이 필요

- MNIST같은 clean background는 
recover이 쉬움

- MSE 비교 결과 GAN기반방식보다 우월



Experiments – Language
•PyTorch

•L-BFGS, learning rate 1.0

•Randomly initialized weights

•Task: masked language model task

•Backbone: BERT

•Embedding space
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Experiments – Language
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Defense – (1) Noisy Gradients
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Defense – (1) Noisy Gradients

Half Precision
- GPU의 메모리 절약, 속도 향상

- Int8 사용시, leakage 방지

- But, Model performance가 떨어지는 
문제가 발생
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Defense – (2) Gradient compression

Gradient Compression
- Gradient의 압축정도에 따라 

Leakage측정

- Prune ration > 20%, recover 장애발생

- 300x까지 압축 가능 -> DLG 방지 가능 
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Defense – (3) Large Batch, Cryptograpy 

Large Batch, Upscaling
- Batch size가 커지면 leakage가 difficult
- BS 8, Resolution 64x64가 max

Cryptograpy
- Gradients의 암호화
- But, requires integers gradients
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Conclusion
•Deep Leakage from gradients(DLG)를 제안

•Local training data를 public shared gradients로부터 obtain

•GAN, extra prior data info가 필요 없음

•원본을 pixel, token 단위로 복구할 수 있음을 보임

•Modern multi-node learning system에 challenge
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