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Background

e Distributed Training

Distributed learning
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Background

* Federated Training
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Background: “Shallow” Leakage

Previous works

« (1) (CoRR 2018) “Exploiting unintended feature leakage in collaborative learning”

—> adversarial participant can inter the presence of exact data point in others’ data
—> EM IA™E I} 7o H U=X] point 7t=

« (2) (IEEE SP 2017) “Membership inference attack: given a data record and
black—box access to a model,”

—> EN XL 71 2|0 U_=X| o{FEE Lot = UZ
—> P EO| Qverfitst{ L} dataZ} representativestX| o™ 2HEO| MHE |eak$tC}.

« (3) (CoRR 2017) “Deep models under the GAN: information leakage from
collaborative deep learning”

—> GAN= 0| 235} = X7 et&st mf2lo|g 2 s AE §E5 MARE S mimic
—> u|sf AXt2| local 2Ol improvest= &2t GANS 7|'o
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Method

Standard synchronous distributed training
- At each step t, every node i samples a minibatch (x.;,y:;) from
its own dataset to compute the gradient

ae(F(xt,hWt)aYt,i)
oW,

VWt’z' -

- The gradients are averaged across the N servers and then
used to update the weights

N
|
VW, =52 VWesi Wipr =W, —nVW,

J

- Given gradients, we aim to steal participant ks training data
(Xt 1> Ver)- FO and W, are default
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Method

Training Data Leakage through Gradients Matching
- First, randomly initialize a dummy input x" and label input y'. And feed
these "dummy data” into models and get “dummy gradients”

MU(F(x'\W),y")

VW' =
ow

- Optimizing the dummy gradients close to original also makes dummy
data close to real data

* v : . OB W) N
x'",y"" = argmin ||[VW’' — VW||? = arg min || Ll ):Y')
x'y’ TS Vol oW

— VW||?

- Distance ||[VWO0 — VW]||? is differentiable w.rt x' and y". Thus can be
optimized using standard gradient-based methods. We need assumption
that F is twice differentiable, which holds for majority ML models

9/2



Method

Standard synchronous distributed training
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Figure 2: The overview of our DLG algorithm. Variables to be updated are marked with a bold
border. While normal participants calculate VW to update parameter using its private training data,
the malicious attacker updates its dummy inputs and labels to minimize the gradients distance. When
the optimization finishes, the evil user is able to obtain the training set from honest participants.



Method

Training Data Leakage through Gradients Matching

Algorithm 1 Deep Leakage from Gradients.

Input: F(x; W): Differentiable machine learning model; W: parameter weights; VIV gradi-
ents calculated by training data

Output: private training data x, y
1: procedure DLG(F, W, VW)
2 x'1 + N(0,1),y', «+ N(0,1) & Initialize dummy inputs and labels.
3 fori: <+ 1tondo
4: VW! « 9l F(x'i, W1).y';)/OW, > Compute dummy gradients.
5: D; « ||[VW! — VW||?
6.
7
8
9:

Xip1 X — Ve DsLyi, <y —nVyD; > Update data to match gradients.
end for
return x;zv+1 ) y:z+l
end procedure
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Method

Training Data Leakage through Gradients Matching

Iters-—O Iters=10 Iters=50 Iters=100 Iters=500 | Melis [27] | Ground Truth

< V\
i,

Figure 3: The visualization showing the deep leakage on images from MNIST [22], CIFAR-100 [21],
SVHN [28] and LFW [14] respectively. Our algorithm fully recovers the four images while previous
work only succeeds on simple images with clean backgrounds.
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Method

Deep Leakage for Batched Data

— When batch size N>=1, the algorithm would be too slow to
converge.

— |nstead of updating the whole batch, update a single training
sample instead

i mod N i mod N _
Xt+1 (—Xt _vx’;ﬂOdND
i mod N e mod N
< = i mod .'\’]D)
¥ e Yt Vyim

— Then observe fast and stable convergence.

| BS=1 | BS=2 | BS=4 | BS=8
ResNet-20 | 270 | 602 | 1173 | 2711
Table 1: The iterations required for restore batched data on CIFAR [21] dataset.
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Experiments - Image

* PyTorch
| -BFGS, Ilearning rate 1.0
 Randomly initialized weights

* ResNet—56

«Data: MNIST, CIFAR-100, SVHN, LFW

* Model change

* 1. activation ReLU to Sigmoid
o 2. removing stride
e —> {0 be twice—differentiable
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Experiments - Image
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Figure 6: Compassion of the MSE of images oo
leaked by different algorithms and the ground - MSE H| W Z3} GANZ|BIEFAIH CF 2

truth. Our method consistently outperforms
previous approach by a large margin.
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Experiments — Language

* PyTorch
| -BFGS, learning rate 1.0
« Randomly initialized weights

e Task: masked language model task
e Backbone: BERT
 Embedding space
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Experiments — Language

Initial Sen-
tence

tilting fill given **less word

**itude fine **nton over-
heard living vegas **vac
**vation *f forte **dis ce-
rambycidae ellison **don
yards marne **kali

toni **enting asbestos cut-

ler km nail **oof **dation
**ori righteous **xie lucan
**hot **ery at **tle ordered
pa **eit smashing proto

[MASK] **ry toppled
**wled major relief dive
displaced **lice [CLS] us
apps _ **face **bet

solicitor other ligue shrill
living vegas rider treatment
carry played sculptures life-
long ellison net yards marne
**kali

km nail undefeated **dation
hole righteous **xie lucan
**hot **ery at **tle ordered
pa **eit smashing proto

tified major relief gin dive
displaced **lice doll us
apps _ **face space

registration , volunteer ap-
plications , at student travel
application open the ; week
of played ; child care will be
glare .

we welcome proposals for
tutor **ials on either core
machine denver softly or
topics of emerging impor-
tance for machine learning

one **ry toppled hold major
ritual ’ dive annual confer-
ence days 1924 apps novel-
ist dude space

registration , volunteer ap-
plications , and student
travel application open the
first week of september .
child care will be available .

we welcome proposals for
tutor **ials on either core
machine learning topics or
topics of emerging impor-
tance for machine learning

we invite submissions for
the thirty - third annual con-
ference on neural informa-
tion processing systems .

Iters =20
Iters = 30
Original
Text

Registration, volunteer
applications, and student
travel application open the
first week of September.
Child care will be available.

We welcome proposals for
tutorials on either core ma-
chine learning topics or top-
ics of emerging importance
for machine learning.

We invite submissions for
the Thirty-Third Annual
Conference on Neural Infor-
mation Processing Systems.

Table 2: The progress of deep leakage on language tasks.
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Defense — (1) Noisy Gradients
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Defense — (1) Noisy Gradients
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(c) Defend with fp16 convertion.
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Defense — (2) Gradient compression

Gradient Match Loss
=
o

| — original
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(d) Defend with gradient pruning.

Gradient Compression

— Gradiente| =™ Eof 2}
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— Prune ration > 20%, recover Z0{ 244

— 300x7HX| &= 7ts -> DLG EX| 7t
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Defense — (3) Large Batch, Cryptograpy

Large Batch, Upscaling
— Batch sizeZ7} A X|™ leakage?} difficult
— BS 8, Resolution 64x647} max

Cryptograpy
— Gradientse| &t st
— But, requires integers gradients
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Conclusion
*Deep Leakage from gradients(DLG)E A| ot

Local training data= public shared gradientsZ25E{ obtain
« GAN, extra prior data info7} 22 gl=
« 2= S pixel, token B 2 EFe = Y28 H¢

 Modern multi-node learning system®| challenge
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